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Abstract 
This paper presents an integrated True Random Number Gen-
erator (TRNG) based on the random switching behavior of 
Magnetic Tunnel Junctions (MTJs) under low write current. A 
complete TRNG is designed with minimal overhead to an ex-
isting embedded MRAM in 28nm CMOS. To the best of our 
knowledge, this is the first experimental study of this random 
process and the first TRNG implemented with commercial 
STT-MRAM technology. The prototype adds only 180µm2 to 
a standard MRAM array for TRNG operation. It passes all 
NIST randomness tests across −25 to 100°C, while consuming 
18pJ/bit with 66Mbps throughput at the nominal condition. 

Introduction 
Random Number Generators (RNGs) are key security prim-

itives in secure systems for generating random keys and cryp-
tographic nounces. A compromised RNG can be exploited to 
implement system attacks. In recent years, hardware TRNGs 
harvesting entropy from physical noise have been increasingly 
studied. Conventional CMOS TRNGs amplify device thermal 
noise and usually require long integration time, extensive cali-
bration, and post-processing to ensure a high level of random-
ness [1-4]. Therefore, the use of other random processes, such 
as MOS oxide breakdown [5] or the stochastic switching of 
Magnetic Tunnel Junctions (MTJs) [6] and Resistive RAMs 
(RRAMs) [7], have been proposed. Compared to CMOS de-
signs, MTJ and RRAM can potentially offer higher density and 
throughput. MTJs are more suitable for TRNGs because of 
their significantly better endurance. Furthermore, MTJ-based 
Spin Torque Transfer Magnetic RAM (STT-MRAM) is widely 
considered a promising CMOS-compatible, non-volatile solu-
tion for cache and main memory. Therefore, this work presents 
a compact and high-speed MTJ-based TRNG, which supple-
ments a normal embedded MRAM with minimal overhead. 

MTJ Switching Time-Based TRNG 
The switching of MTJs from parallel (P) to anti-parallel (AP) 

and AP to P has been shown (both theoretically [8] and exper-
imentally [6]) to be statistical due to thermal fluctuations. Pre-
vious work made use of the write success rate as an entropy 
source [6]. Specifically, certain combinations of write pulse 
voltage and width result in a 50% write success rate. Under 
such conditions, the MTJs final state can be considered a ran-
dom bit. However, this design requires picosecond resolution 
of pulse width and an accurate write voltage to ensure the MTJ 
is biased at the exact 50% point, making it too expensive and 
complex to implement on chip. Moreover, even when accurate 
external instruments are used to generate the write pulse, the 
generated random bits still require post processing or continu-
ous probability-based feedback to pass NIST tests. Alterna-
tively, this work explores the switching time of MTJs under 
low write currents (2−3× smaller than nominal values) as an 
entropy source. This avoids the need for accurate control of 
write pulse and requires only standard MRAM peripherals to 
use MTJs as TRNGs, significantly reducing the complexity 
and area overhead of the TRNG. Only an 180µm2 block, con-
sisting of read/write peripherals, counters, and controllers, is 
added to each column. In practice, this area can be further 
amortized because read/write circuits are necessary for MRAM 
(~70µm2) and this block is shared by a column of MTJs.  

Fig. 2 (left) shows an MRAM array including the random 
number generation. A configurable on-chip β-multiplier cur-
rent reference generates read/write currents. AP to P (write 

“1”) and P to AP (write “0”) writing require different currents 
in opposite directions, which are implemented by multiplexers 
controlled by the input data. To detect write completion, a con-
tinuous comparator monitors the voltage on bit line (BL). Be-
cause of the opposite writing current and resistance change di-
rection, BL voltage always reduces when a successful write oc-
curs. A compact comparator is implemented within the existing 
sense amplifier by reconfiguring its topologies (Fig. 2, top 
right). Write completion time is recorded using a ring oscillator 
and an asynchronous counter. A faster counter could provide 
higher resolution and more random bits using the same writing 
process. The latched comparator output (STOP signal in Fig. 
2) stops the oscillator and the write current after write comple-
tion to save energy. As shown in the waveform (Fig. 2, lower 
right), the counter starts after word line is asserted and BL/SL 
are connected, while the comparator is enabled at a slightly 
later time in order to avoid false triggering during BL build-up 
phase. Since writing “0” is slower than “1” and requires higher 
current, the design uses only the time to write “1” as the en-
tropy source for improved throughput and energy efficiency. 
The TRNG performs a normal (fast, high current) write “0” af-
ter each run to reset the MTJ for the next cycle. 

MTJ Behavior and Measurement Results 
Lacking accurate MTJ models, the switching behavior of 

MTJs is best studied using prototypes. The TRNG design was 
implemented together with a commercial MRAM fabricated in 
28nm CMOS. To better study the write time, an 18GHz coun-
ter was used, while a slower oscillator can be used in practice. 
Measurement in Fig. 3a shows that the time to write “1” under 
a low current follows a skewed distribution, which can be best 
fitted with a generalized extreme function. The autocorrelation 
function of consecutive write times in Fig. 4a verifies that the 
write time is an independent variable. It is known that the coun-
ter LSBs of such a distribution can be directly used as random 
bits [3-4]. The latest NIST 800-90B test is employed to verify 
the i.i.d. assumption of the generated bit stream and estimate 
its min-entropy (Fig. 4b). Moreover, NIST 800-22 random test 
suite is used to verify the statistical behavior of the generated 
random bits (Fig. 4c). Fig. 3b also shows that MTJ write times 
are longer at lower temperatures. As a result, the distribution is 
wider and more high-quality random bits are harvested. Fig. 5 
shows the estimated Shannon entropy and min-entropy of each 
LSB from measurement at three temperatures.  

MTJs exhibit variations in their switching behaviors. Fifty 
MTJs under fixed write current yield 5 to 10 high-quality ran-
dom bits (Fig. 5a), indicating the feasibility to use the same 
write configuration across all cells. To reconfigure an MRAM 
array for TRNG operation (flowchart in Fig. 5b), the write “1” 
current is lowered and write-1 reference is reduced to accom-
modate the BL voltage drop. Calibration is based on the mean 
and variance of the write time distribution, which decides the 
number and quality of generated bits. Lower currents generate 
wider distributions and vice versa.  

We also explore optimizing the allowed TRNG write time. 
Fig. 3 shows that the write time distribution has a long tail. Al-
lowing sufficient time for all writes to finish with high certainty 
penalizes overall throughput and energy efficiency. If the al-
lowed time is reduced, the system clock becomes faster, but a 
portion of writes become invalid and the quality of higher 
LSBs can be reduced (Fig. 6). Optimal results occur when 
around 12% of total writes are discarded as tail bits. In addition, 
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20ns is allocated for writing “0” to reset the MTJ for the next 
cycle. Maximum throughput is 66Mbps, and best energy effi-
ciency is 18pJ/b, based on the measured write time distribution. 
The current reference is shared by many TRNGs within an ar-
ray to amortize its overhead. Assuming current reference 
power can be neglected via sharing, energy efficiency is 11pJ/b. 
The actual amortized energy efficiency will thus lie between 
11 and 18pJ/b. Given a large MTJ array, throughput is easily 
improved in demanding applications, by accessing many MTJs 

in parallel. Table 1 summarizes the work and compares to 
state-of-the-art TRNGs. Fig. 7 provides a die micrograph. 
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Fig. 1 Working principles of MTJ-based TRNGs using switching 
success rate [6] and switching time in this work.

Fig. 2 Schematics and waveforms of the MTJ TRNG using a sense amplifier as continuous 
comparator during write. The blue and red paths indicate writing "1" and "0", respectively. 
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Fig. 3 Measured (a) distribution of write “1” time and (b) estimated Shannon entropy and 
min-entropy of the LSBs of write time at three temperatures with the same on-chip write 
current reference. 

Fig. 6 Number of high-entropy bits, 
overall throughput and energy efficiency 
as a function of dropped tail bits.
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Fig. 7 Die Micrograph.
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Fig. 5 (a) Histogram of the number of high-entropy bits generated by different MTJs and (b) a flow chart for calibrating MTJs for TRNG mode.

Table 1  Summary of measurement results and comparison to state-of-the-art.

*   Neglecting the static power of references shared by many MTJs and required by normal MRAM operation.
** Von Neumann corrector or off-chip output probability based feedback

“PASS”: all sub-tests pass the minimum requirements
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Fig. 4 Randomness evaluation results: (a) Autocorrelation function 
of consecutive write times (AP to P); (b) NIST 800-90B test result; 
(c) NIST 800-22 randomness test results.
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