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Abstract—In existing physical layer security (PLS) and key
generation protocols, major assumptions, including channel reci-
procity, localization, and synchronization between the legitimate
parties, are often considered. However, these assumptions are
arguable in practice leading to major barriers in building
systems based on PLS protocols. To overcome these barriers,
we proposed, designed, and implemented a novel embedded
architecture for distributed Internet-of-Things (IoT) networks
that utilize a master—slave full-duplex communication to exchange
a random secret key. In the proposed architecture, an IoT node
generates a phase-modulated random key/data and transmits it to
a master node in the presence of an eavesdropper, referred to as
Eve. The master node, simultaneously, broadcasts a high-power
signal using an omnidirectional antenna, which is received as
a jammer signal or interference by Eve. This results in a high
bit error rate (BER) making the data undetectable by Eve. The
two legitimate nodes communicate in a full-duplex fashion and,
consequently, subtract their transmitted signals from the received
signal (self-interference cancellation). Our proposed protocol does
not require any knowledge of the node locations. In particu-
lar, we show, using theoretical and measurement results, that
our proposed approach provides significantly better security
measures, in terms of the BER at Eve’s location, compared
to a conventional method based on directional beamforming
antennas. Also, it is proved that in our novel system, the possible
eavesdropping region, BER < 107!, is always smaller than the
reliable communication region, BER < 1073,

Index Terms— Full-duplex technology, interference, Internet of
Things (IoT), physical layer, secret key, security.

I. INTRODUCTION

HE anticipated growth of the Internet-of-Things (IoT)
sensor networks and cellular networks in future systems,
5G and beyond, poses a higher risk of malicious attacks against
message confidentiality in communication systems. In the next
generation of distributed wireless world, we need security at
all layers from the application layer and network layer [1] to

the MAC layer [2] and to the physical layer [3]-[9].
Security is often guaranteed in the higher layers of the
network architecture using cryptographic protocols [10]-[14].
Such protocols require a secure and random key sequence
shared between the authenticated nodes a priori [10]-[14].
This makes centralized cryptographic-based techniques not
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scalable as the future networks will be massively distributed.
In addition, by advancing quantum computers/supercomputers,
the encryption algorithms with fixed secret keys can be broken
in a fraction of a second. Hence, it is highly desirable to
regularly and securely update the shared key between the
wireless nodes in order to minimize the chances of successful
attacks. To this end, secure communication and random key
generation in physical layer, i.e., referred to as physical layer
security (PLS), using characteristics of the channel is of utmost
interest [3]-[9].

Due to the broadcasting nature of the wireless channel in
physical layer, there will be adversarial attacks, including
eavesdropping and jamming. An eavesdropper tries to
passively extract the data from the channel without interfering
with the communication, while a jammer intends to interrupt
the intended receivers. The implementation of a PLS
system has several aspects, including theoretical guarantees
of security as well as properly employing hardware and
antenna techniques. On the theoretical side, the channel
phase and fading information can be employed to generate
the secret key with information-theoretic guarantees of
security [15]-[24]. However, due to the inherent channel ran-
domness, the implementation based on such an information-
theoretic approach requires fast channel estimation
necessitating high power consumption that is not feasible in
IoT networks.

In the main prior line of work focusing on hardware imple-
mentation of PLS protocols, employing directional anten-
nas and beamforming methods is considered in order to
transmit signal/key securely using a narrow beam [25]-[27],
as shown in Fig. 1(a). Besides common issues with PLS
including arguable assumptions of channel reciprocity and
synchronization, another major problem with this approach is
the information leakage in sidelobes [26]-[37]. Also, there
has been an ongoing effort on the feasibility of eavesdrop-
ping using a small antenna or reflector in the main lobe
of the directional antenna without deteriorating the main
radiation pattern making the attack undetectable [38]. Direc-
tional modulation with array synthesizing using switching
antennas [26]-[37] and employing artificial noise [39], [40]
is other proposed solutions to use an array of antennas to
destructively distort the signal at Eve’s location while being
added constructively at the intended receiver to securely trans-
mit the signal, as shown in Fig. 1(b). This technique requires
localization of the intended receiver as well as the knowledge
of the location of Eve and, hence, requires power-hungry
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Fig. 1. Physical layer communication with different antenna architec-
tures. (a) Directive communication introducing larger than 10-dB sidelobes.
(b) Directional modulation to cancel the sidelobe leakage at a particular
location. (c) Proposed joint interference-data transmission using all omnidi-
rectional antennas and full-duplex technology.

techniques while having the problem of information leakage
at the main lobe.

In this work, we propose a novel technique employing an
omnidirectional antenna that does not require any location
awareness. In our proposed protocol, secret keys transmitted
by the IoT node to the intended master node will be masked
at Eve’s receiver using an intentional jammer or interference
signal transmitted by the master node at the same time
and frequency [see Fig. 1(c)]. The master node can decode
the received data using the full-duplex technology and by
canceling out the self-interference leakage. This concept is
also referred to as an “art of jamming” or electronic coun-
termeasure that has been widely used in military radar equip-
ment, where by transmitting additional radio signal toward
adversarial users, their communication will be interrupted
and jammed. However, reliable communications between the
intended users and the jammer radar will be interrupted, too,
requiring additional security techniques such as frequency
hopping or spread spectrum. These are, however, key-based
enciphering (cryptographic) techniques and are vulnerable to
be broken. In this work, we employ the jamming technique
to provide PLS, for the first time, for low-power IoT net-
works. The IoT node shares the secret key in a phase shift
keying (PSK) modulation format that will be masked by the
master’s jammer’s power at Eve’s receiver. The security is
characterized in terms of the effective bit-error rate (BER) at
Eve. Also, reliability, in terms of the BER between the master
node and the IoT node, is characterized. It is then proved
that in our novel system, the possible eavesdropping region is
always smaller than the reliable communication region.

This article expands on earlier work from IMS 2019 [41]
that proposed full-duplex communication to enhance the
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security compared to directional techniques. The expansion
includes a more thorough analytical expression of secu-
rity guarantees as well as protocol explanations. Section II
describes our proposed protocol to securely exchange the
secret key between distributed IoT nodes together with the-
oretical and analytical comparisons with the directional beam-
forming technique. Section III presents the embedded system
implementation, and the measurement results will be expressed
in Section IV. Section V concludes this article.

II. PRINCIPLE OF THE PROPOSED SECURITY PROTOCOL
A. Full-Duplex Simultaneous Interference-Key Transmission

The proposed protocol to update the shared secret
key in the physical layer is based on the full-duplex
technology [42]-[48]. In this setup, each node, which can be
an IoT node, e.g., patient’s vital IoT sensors, updates its key
by transmitting a random sequence to the master node in the
IoT network, e.g., a doctor’s controlling unit, using a PSK
modulation format, as shown in Fig. 1(c). The goal is to keep
the transmitted random sequence, which is used to generate
the secret key, secure from a passive eavesdropper, referred to
as Eve. To this end, the master node simultaneously transmits
a constant sinusoidal signal at the same time and the same fre-
quency in order to jam Eve’ receiver and to provide the desired
security in the physical layer. At the same time, the intended
master node extracts the secret key from the signal transmitted
by the IoT node by incorporating principles of full-duplex
technology, in particular, self-interference cancellation. The
security of the proposed technique is described and measured
based on the BER of the received PSK modulation signal at
Eve expressed in [41], as shown in the following equation:

BER = p, = %erfc (\/k x (SINR) sin(%e)) )

where erfc is the Gaussian error function, k = logéw is the
number of bits associated with each modulation symbol, and
M 1is the total number of symbols in the modulation. Also,
SINR is the signal-to-interference and noise ratio, and A# is
the phase shift that depends on the maximum phase shift
bound, denoted by 6, as follows:

2X9b
AO = . 2
i 2

The maximum phase bound, 6, in a conventional setting
without interference is equal to £z for M-PSK modulation.
For instance, for 8-PSK modulation, shown in Fig. 2(a),
the phase shift, Af, is 45°. However, in the presence of
interference, both SINR and the phase shift, A#, highly depend
on the interference level measured in terms of the interference-
to-signal power (P;/Ps) at the receiver. Let the parameter p
denote the ratio (P, Ps). Then, we can find the SINR and A6
in different regimes as follows.

1) Interference Power Is Much Smaller Than the Signal
Power: P;/Ps < 1 (p « I): When the interference power
is relatively small, the error can be modeled the same as
the phase noise effect. This is shown in Fig. 2(b). However,
the exact effect of phase variation can be calculated by
adding the variation as ¢, = arcsin(P;/Ps) to the phase shift
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Fig. 2. Proposed joint interference-phase shift key modulation protocol for distributed secret key generation using physical wireless link. (a) No interference.
(b) Interference power is small. (c) Interference power is comparable or larger with intended signal power.

term, A, in (1). For example, when the interference power
is ten times smaller the signal power, i.e., p = 0.1, the phase
noise variation is near 5°, which is negligible compared to the
45° phase shift for the conventional 8-PSK modulation.

2) Interference Power Is Comparable or Is Much Larger
Than the Signal Power: 0.1 < P;/Ps < 10 (0.1 < p < 10)
or Pi/Ps > 10 (p > 10): At the presence of a comparable
interference power, for each pair of modulation symbols, e.g.,
6; and 6;,;, with a phase shift of A#;, the resulting phase
shift at Eve’s, A@/, will be always smaller than the 45° phase
shift in a conventional setting [see Fig. 1(c)]. The new phase
shift, A@;, can be found using geometric computations. This
is illustrated for the three vectors involved in the computation
in Fig. 2(c). In particular, the power received at Eve’s is
denoted by P; and the interference power is P;. Then, we have

— 0 = sin™! Sin(A%) G
' V1 + p?+2pcos(A;)

The new phase shifts at the presence of interference for two
consecutively indexed symbols fromi = 0 to i = M — 1,
where M = 8 in 8-PSK, are shown for different values of the
interference-to-power ratio p in Fig. 3. This demonstrates that
for one change in the key bits, which changes one symbol
to a neighboring symbol, e.g., B; to B;y;, the 45° phase
shift, desired for 8-PSK, is reduced significantly when the
interference power is increased. For example, the maximum
worst case phase shift is near 5° for p = 10, which is equiv-
alent to the approximated value derived from arcsin(P;/P)
as proposed in IMS2019 by Ebrahimi et al. [41]. However,
here, we consider the exact values for the phase shift for
different pairs of neighboring symbols, as shown in Fig. 2,

’
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Fig. 3. Received phase shift at Eve’s versus transmitted phase shift as secret
key, Bo—B7, from IoT under different interference-to-power ratio, p.

resulting in tight exact expressions for the security level of
the key. Note also that with the new analysis presented in (3),
the phase shift corresponding to each bit variation depends
on the relative location and angles. For instance, when the
interference and the signal symbol have the same phase, then
the 180° phase shift with the next symbol results in the
smallest phase shift variation to detect, which is actually O.
However, the SNR would be different, which is discussed
later. In order to consider all the cases of phase variation in
an average sense, the characterization of the resulting BER at
Eve’s receiver should take an average over the error rate of
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Fig. 4. Received BER at Eve’s versus interference-to-power ratio, p, shown
in (3), (4), and (5) for different reference signal-to-noise power ratio, and
SNRy, received at Eve (SNR is pure IoT transmitted power received at Eve’s
with no interference power included).

every bit from By to By, i.e., BER;, fori =0toi =M — 1
as

1 M—1
BER = — » BER;
M “
i=0
1= AO/
= %erfc(‘/kx (SNR,-)sin( 2")) 4)

where A0 is expressed in (3) and plotted in Fig. 3. Also, SNR;
in (4) is the signal-to-noise ratio associated with B; that can be
found through a geometric computation, as shown in Fig. 2(c).
More specifically, it depends on the interference-to-power
ratio, p, the initial phase shift of the symbol transmitted by
the IoT node, Ag;, that can be derived as

SNR; = % = SNRov/1 + p2 + 2p cos(AB;)
n

where SNR( is the pure P;/P, received at Eve from the
IoT node when there is no interference. By plugging (5)
and (3) into (4), one can plot the total BER variation versus
interference-to-power ratio, p, for different values of SNRy,
as shown in Fig 4, and the BER versus SNR for different
values of p, as shown in Fig. 5.

Based on observations in Fig. 4, for an interference-to-
power ratio larger than 5 dB and a typical SNRy of 10 dB,
the BER is larger than 10%, which is assumed to be the
threshold for a detectable value. If the received SNR at Eve
is increased, e.g., Eve uses larger antenna gains, and an
optimistic value of 30-dB SNR is obtained by Eve, then the
interference-to-power ratio of 10 dB is required to jam Eve’s
receiver. Note that, this is a very optimistic SNR, from Eve’s
perspective, that she could hope for with the currently available
technology.

The total average BER versus the received SNR at Eve’s,
shown in Fig. 5 for different values of the interference-to-
power ratio p, leads to a similar conclusion. The results shown
for three different values for p, namely, 1, 5, and 10 dB,
can be used to estimate the minimum required SNR and the

(5)
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Fig. 5. Received BER at Eve’s versus total signal to interference and noise

power, SINR, under different interference-to-power ratio, p, and comparison
with the simplified theory presented at IMS2019 [41] by authors (gray dotted
plots).

interference-to-power ratio in order to jam Eve. Generally,
as the interference-to-power ratio increases to 10 dB, an SNR
larger than 30 dB is required to reach the 10% threshold
for key detection. Also, this is increased proportionally as
the interference power is increased. The theoretical bounds
for the BER using the maximum phase bound presented in
IMS2019 by Ebrahimi et al. [41] are also plotted in Fig. 5,
by plugging (2) into (1), assuming different values of the
interference-to-power ratio that determines the 6, values. It is
evident that the novel theoretical analysis provides a better
bound, from the security perspective, for predicting BER
at Eve compared to the simplified analytical expressions
in IMS2019. For example, for p = 1 (0 dB), the new
analytical result has an average value between the two extreme
values for 6, which are 45° (equivalent to maximum phase
bound value of p = 1) and 90°, showing that the BER has
deteriorated more for smaller SNR values, which was not
captured in the simplified equations. The main reason is that
in the conventional PSK modulation in [41], described by (1)
and (2), only the maximum phase variation is considered, i.e.,
arcsin(P;/ Py). Note that the peak value shown in Fig. 3 is for
the reference By. The new analytical result considers all the
phase shift bound variations corresponding to all bit variations
and the associated SNR, resulting in a more accurate bound.

Therefore, by using the proposed protocol, which utilizes
simultaneous phase shift-keying modulation and sufficient
interference power generated by the master, the secret keys are
jammed at eavesdroppers, while they can be reliably demod-
ulated at the master node using full-duplex communication
techniques as will be described in Section II-B1.

B. Proposed Omnidirectional Full-Duplex Communications
Versus Directional Communications

In a PLS setting, it is natural to assume that all the nodes
in the network, both legitimate and adversary nodes, have
access to the same radio with similar antenna architectures,
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e.g., directional or omnidirectional antennas. In general, a
directional antenna creates a narrow beam in a certain direction
and nulls out the interference at sidelobes. This technology is
often considered as a natural solution to provide PLS within
a narrow beamwidth. However, directional communication
suffers from a sidelobe leakage often larger than 10 dB.

In general, one can consider two scenarios in which direc-
tive antennas can be used in the PLS setting. The first one
is that the IoT node uses directive antennas to transmit the
secret key to the master node while canceling out the signal
received by Eve. The second one is that Eve’s receiver uses
a narrow-beam directional array to cancel out the interference
transmitted from the master node in our proposed setup.
However, both of these scenarios will be suffered from
the aforementioned sidelobe leakage issue. More specifically,
in the second scenario, Eve’s antenna still receives part of the
interference in its sidelobe even though a directive antenna
technology is employed. If the technology is significantly
enhanced to resolve the sidelobe issue, then the IoT node
can use it as well, as suggested in the first scenario. In gen-
eral, regardless of which scenario is considered, significantly
narrower beams and almost optimal sidelobe cancellation
are required to provide the desired security to the directive
communication.

Directional modulation, shown in Fig. 1(b), is a common
technique to distort the signal at sidelobes; however, it requires
an accurate knowledge of the adversary node’s location, which
is not feasible for distributed networks. In our protocol shown
in Fig. 1(c), it is proposed to simultaneously transmit data and
interference in order to jam Eve’s receiver using omnidirec-
tional antennas. Hence, this method is effective regardless of
Eve’s location. Even if Eve uses directive antennas to cancel
out the interference transmitted from the master node while
pointing out the antenna to the IoT node, it will still receive
part of the interference through its sidelobes. Furthermore,
accurate localizations and beam alignments to every IoT node
in the network is required. Therefore, our proposed protocol
provides a solution to overcome the conventional challenges of
directive communications, including sidelobe leakage, accu-
rate localization, and beam-alignment while also providing
larger security regions (see Section IV).

In general, in a PLS setting, two major criteria of
reliability and security need to be satisfied. In particular,
in our proposed protocol, we aim at attaining the following
goals.

1) Reliability: Master node extracts the secret key from the

signal transmitted by the IoT node.

2) Security Enhancement: Jamming Eve’s receiver.

1) Reliable Communication for Master Node Using
Full-Duplex Communications: In this setup, the master node
is the only intended node to reliably extract the secret key
that the IoT node transmits. The reliability condition here is
defined as having the condition BER < 1073 being satisfied
as in a typical digital communication system. In order to have
a reliable transmission of the secret key from the IoT node
to the master node, the master node should cancel out the
self-interference leakage, shown as f in Fig. 6, which is the
dominating factor in characterizing the reliability of secret key.
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Fig. 6. Reliable communication links between IoT and master using
full-duplex communications with self-interference cancellation of f.

To this end, the master node will use technologies developed
for full-duplex communication protocols.

It can be observed in Fig. 5 that in order to have reliability,
i.e., BER < 1073, in the PSK modulation with maximum
phase bound of 90° or 180° for modulation symbols, an
average 15-dB SINR is required. Since the self-interference
power is typically much larger than the noise power, the
SINR can be simplified as signal-to-interference power ratio,
SIR, as follows:

71s Ps

B Pr
where Ps is the transmitted power by the [oT node, denoted
by S in Fig. 6, P; is the transmitted interference power from
the master node denoted by [/ in Fig. 6, an undesired self-
interference leaked back to the master’s receiver is denoted
by a ratio S, and y;s is the channel gain between the master
node and the IoT node as follows:

1 2
-(——) .G 7
1S ( in dmax) I @)

where 1 is the wavelength and Gy and G; are the IoT
and the master antenna gains, respectively. Also, dpy.x is the
maximum reliable communication link, which can be calcu-
lated as being near two meters for an SIR of 15 dB, P;/Ps
of 10 dB, and the self-interference cancellation being between
50 and 60 dB. By advancing the full-duplex communication
and enhancing self-interference cancellation up to 100 dB,
[42]-[47], the communication range can be increased. How-
ever, the short range of a few meters is sufficient for indoor
IoT sensor networks, such as patients’ sensors at hospitals or
RFID tags in stores.

The modulation bandwidth of the proposed protocol is
limited by the integrated noise power over the BW, the inter-
ference power, and other source of errors that can be mod-
eled as amplitude and phase errors or noise. This includes
LO phase noise, mismatch between paths, and phase and
group delay. The proposed protocol is implemented using
discrete components, which introduces larger group delay
between the components, resulting in data rate of tens of b/s.
However, it should be highlighted that the security of the
shared key, to be used for encryption and decryption, for
the main intended high-speed communications between sensor
nodes in the network is the most important factor of the
protocol and is also the focus of our work. The achieved speed
of tens of b/s for the key/data rate means that the key can be

SIRmasler =

(6)
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updated every few seconds, depending on the length of the
key which is in the order of few tens. This is sufficient for
current applications. Note that a higher speed of secret key
generation can also be achieved by using integrated circuits
with high-speed calibration circuitry.

2) Security Enhancement: Jamming Eve’s Receiver: In
order to find the security region, where Eve’s signal is consid-
ered to be jammed, we characterize the SINR region where it
is larger than a certain threshold SINR i,
Psyse  PsGg ﬁ
Pr y1E P; Gy r}
where ysg and yg are the channel gains between Eve and the
IoT and the master nodes, respectively. Also, r;/rg is the ratio
of Eve’s distance to the master node (interference source) and
the IoT node (desired data source), as shown in Fig. 6. The
eavesdropping region, defined as Eve having BER < 107,
is approximated when SINRg,. from (8) is larger than the

minimum required SINRy;;, expressed in Fig. 5 and analyzed
in (4) and (5)

SINRE,. =

)

r Ps G
SINRpye > SIRyy <2 L > [59S00 (9)
rs P; Gy

The geometrical representation of (9) is a circle centered
at Cr and with radius Ry while considering the IoT data
source node as the reference of the coordinate system,
as shown in Fig. 7(a)

o

R = d, Cg=

pr ’d (10.2)

ar = /(P1G;/PsGs)SIRpmin

where d can reach up to the maximum communication dis-
tance, dmax, as expressed in (7). The key is not secure to the
nodes inside this circle, called the eavesdropping region, with
SIR larger than SIR,, corresponding to the BER of 107!,
while the protocol provides sufficient security outside of this
region, called the security region. Note that a larger ratio of
P;/Pg will reduce the circle radius and, consequently, will
enhance the security region.

In order to consider both the conditions for reliability and
security in our comparison, we compute the integrated area for
both the reliability and the security regions. Let Sgy. denote
the eavesdropping region, where we have BER < 107! for
Eve node in this region. Similarly, the reliable communication
region Scomm 1S the region of all locations for the intended
receiver with BER < 1073, Then, the security factor SF is
defined as the ratio of areas of these two regions as follows:

SF— Seve(BER < 1071)
" Scomm(BER < 10-3)’

The security factor SF can be used for a fair comparison
between different PLS techniques. More specifically, given a
protocol, a smaller value of SF indicates a higher level of
security, in terms of the covered area. Note that the security
factor for our proposed technique can be found by using (6),
(7), and (9) as follows:

2 _
ar —1

(10.b)

Y

S | 1

~

o, PsGy

h 0(2 - SIRmin P]G[.

r

; (12)

SFprop = ’1_—
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Fig. 7. Reliability and security comparison. (a) Proposed approach. (b) Direc-
tional antenna. (c) Security enhancement factor, SF, and comparison.

The proposed SF metric is plotted in Fig. 7(c) versus P/ Ps.
As it is illustrated, the security factor of our proposed approach
is smaller than 1 under the simultaneous interference-data
transmission condition where (P;/Ps > 1). As the interfer-
ence power is increased, then the SF is enhanced, which means
that the security is enhanced.

Next, we compute the areas of eavesdropping region
for directional communication. In the directional antenna
approach, the area of region can be expressed as (6,/2)r,
where r is the maximum distance of Eve from the IoT node
given a specific probability of error and 6, is the directiv-
ity angle of the IoT antenna node, as shown in Fig. 7(b).
As shown in Fig. 5, the typical constraints (BER < 10~!) and
(BER < 107%) correspond to SNRy;, of 10 and 15 dB,
respectively. Therefore, the maximum distance for the directive
communication is shown in the following equation:

\/ 2 \?Gs(0) G, P
Fmax = (47[) SNRuin Py
where /1 is the wavelength, P, is the integrated noise power
at the receiver, G, is the receiver’s antenna gain, assuming an
omniantenna for Eve, and G,(0) is the antenna directive gain.

Assuming that both intended receiver and Eve have the

same G, and P,, for communication and the eavesdropping
area, the SF ratio of the directional antenna technique can be

13)
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Fig. 8. System implementation for the proposed protocol. (a) Proposed block
diagram for master, 0T, and Eve. (b) Implemented layout of the block that
can be shared and used by IoT, Eve, and master with the measurement setup.
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Fig. 9. Directional antenna array measurement setup with four-element patch
antenna array with 8-dB gain at the main lobe and —3-dB gain at sidelobe.

formulated in terms of the SNR as follows:
SNRuin (BER = 10*3)
SNRpin (BER = 10~")

SFgirec = > 1. (14)

Therefore, for the directional antenna scheme, the eaves-
dropping region is always larger than the reliable communi-
cation region, which is shown in Fig. 7(c) for both directional
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Fig. 10. Embedded algorithms flowchart for the system with initial channel
estimation, calibration, and bit-error-rate measurement.

array and our proposed protocol. It can be observed that our
proposed approach is significantly more secure comparing to
the directional approach as the eavesdropping region is always
smaller than the reliable communication region.
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Fig. 11. Measured received results at Eve’s for different interference-to-power (p) ratio of (a) p = —15, (b) 0, (c) 5, and (d) 15 dB. Top figures: for

180 continuous phase shift states from —180° to 180° for maximum phase shift measurement. Bottom figures: for BER measurements with 500 random phase
shifts between-90° to 90° [-78.75, —56.25, —37.75, —11.25, 11.25, 33.75, 56.25, 78.75].

III. EMBEDDED SYSTEM IMPLEMENTATION

The block diagram of the proposed system operating
at 2.4 GHz is shown in Fig. 8(a). For the full-duplex imple-
mentation, two identical omnidirectional antennas, with dis-
tance A apart, are deployed for both Tx and Rx. A vector
modulator (HMC631) is used as phase shifter and attenuator
for RF self-interference cancellation on both ends, providing
more than 50-dB rejection.

In order to have a variable interference-to-power ratio (p)
between the master and the slave, a variable gain ampli-
fier (VGA: ADL5246) is deployed. The maximum output
power by the transmitter at the master node varies between
—10 and 10 dBm, while it varies at a lower level, between
—10 and 0 dBm, at the slave/lIoT side. For the Rx path,
the master node uses an LNA (PMA-33GLN+) to fur-
ther amplify the received data and to drive the IQ mixer
(HMCS8193). The reference LO port of the IQ mixer is
also driven by a coupled power of master source. Using a
dc low-pass filter (LPF) (LFCN-160+), the modulated code
phase shift can be extracted as arctan(//Q). The passive
eavesdropper also employs the same 1Q mixer with a separate
LO reference to extract the phase-modulated key.

In order to randomly generate the key, a continuous and
random phase shift is generated at the IoT node. A vector mod-
ulator (HMC631) is used to generate a continuous 360° phase

shift with the variable insertion loss (—51~—11 dB).
An injection-locked oscillator is an alternative candidate for
the proposed system to generate the continuous phase shift,
which also enables locking and synchronizing the frequency
to the master source. In that case, an LNA can be inserted at
the IoT node to amplify the received power from the master
source by the injection-locked oscillator for frequency syn-
chronization [49]-[52]. This would also serve as the random
phase modulator. This could be an interesting future direction
for this work, which relates to the wireless coupled oscillator
techniques that have been previously proposed to use for
wireless synchronization [49]-[52].

The board is fabricated on FR4 and its layout is shown
in Fig. 8(b), which has 8 x 8 cm size. The measurement setup
is also shown in Fig. 8(b), with IoT, master, and Eve’s antenna
placement being a few meters above the ground to minimize
the interference in the channel reflected from surfaces. The
measurement setup for the directional antenna approach is also
shown in Fig. 9 with the four-element patch antenna array
used for IoT nodes. The directional antenna has 8-dB gain
at the main lobe and —3-dB gain at the sidelobe, as shown
in Fig. 9. The system is fully embedded and controlled with
algorithms shown in Fig. 10 using the Labview platform. The
vector modulator generates 680 phase states, with the first
180 phases being from-180° to 180° with 2° phase step in
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Fig. 12. Measured received results at intended master’s receiver for different
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BER measurements with 500 random phase shifts between —90° to 90°.
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Fig. 13. Measured self-interference rejection at master node.
the continuous format to first measure the maximum phase
shift bound, ,, and then to calibrate the channel nonidealities
between Eve’s and the IoT as well as between Eve’s and
the master. The calibration is done to eliminate the other
interference and multipath effect and to only consider the
intentional interference effect transmitted by the master in our
proposed protocol. The next 500 phase states are transmitted
randomly to measure the BER of the system.

At the first calibration state, the IoT is OFF, while the
master is ON and sending the phase data to Eve that can
be used to calibrate the channel’s nonidealities. Then, the
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(SIR). (b) Maximum phase shift, 6. c) bit-error rate (BER) (%).
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Fig. 15. Measured maximum phase shift, §,, and BER measurement versus
interference-to-power (p) ratio.

IoT turns ON, while the master is OFF to compensate and
calibrate the channel between the IoT and Eve’s. After that,
the first continuous 180 round of phase shift from —180° to
180° is transmitted, while both the IoT and the master are ON.
The received data by both Eve and the master are plotted in
the top figures of Figs. 11 and 12, respectively. The continuous
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Fig. 16. Measured results and comparison between proposed protocol and directional antenna technique with Eve’s at different location at xy-axis, x (—1.2 to
24 m) and y (—1 to 1 m) with master at O point and IoT at (1.0) point (d = 1 m). (a) Signal-to-interference ratio (SIR) at Eve’s for interference-to-power
ratio (p) of 5 dB. (b) SIR for p of 15 dB. (c) BER at Eve’s for p of 5 dB. (d) BER at Eve’s for p of 15 dB for the proposed protocol. (g) Received SNR at
Eve’s for IoT using directional antenna communication. (h) Received BER at Eve’s for IoT using a directional antenna.

phase shift measurement indicates the maximum phase
shift, 6, with a phase wrapping error that occurred around 90°.
This phase wrapping is generated from our circuit as it calcu-
lates the phase shift from arctan(//Q) equation. Therefore,
to send a random phase key, the 500 random phases are
randomly selected between —90° and 90°.

IV. MEASUREMENT RESULTS

The measurement results for Eve’s receiver in our proposed
protocol with four different values for the master power to
IoT power ratio (p) of —15, 0, 5, and 15 dB are plotted
in Fig. 11. In this scenario, Eve’s receiver is placed exactly
in the middle between the IoT and the master nodes (d/2).

The top figure shows the results for the 180 continuous
phase shifts, which shows that for the interference-to-power
ratio larger than 5 dB, the maximum phase shift is reduced
to 25°. This phase shift is approximately close to the predicted
arctan(P;/ Ps) in Section II and [41]. The BER obtained from
transmitting the 500 random phases are also measured under
these conditions, showing that the BER is larger than 10% for
the interference-to-power larger than 5 dB.

The received data at the master node are also measured with
the self-interference rejection around 40— 60 dB, shown in
Fig. 13, and, consequently, with the maximum communication
link around 1-2 m. The utilized canceller is a vector modulator
(HM631) acting as VGA and phase shifter, shown in Fig. 8,
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to cancel the self-interference leakage. The vector modulator
provides continuous 360° phase shift and continuous 40-dB
gain control, which were measured separately via network ana-
lyzer. Each gain and phase shift state is calculated separately
and then applied to the canceller path in order to achieve the
50-dB interference cancellation at the targeted frequency. The
received maximum phase shift and BER at the master’s under
the interference-to-power ratio of 5 and 15 dB are shown in
Fig. 12. Under larger interference power of 15 dB, the phase
shift is reduced to 65° corresponding to BER of 0.3%. As it
is predicted, a larger ratio of p will cause self-jamming at
the master’s receiver and avoiding the reliable detection of the
key. Therefore, within the 1-2 m of communication distance,
the maximum master to [oT power ratio, p, should be between
10 and 20 dB (around 15 dB).

Furthermore, in order to measure the security and the eaves-
dropping regions and to evaluate the derived eavesdropping
radius calculated in Section II-B, we measured Eve’s perfor-
mance at different relative distances toward the IoT and the
master node at X-axis with the IoT and the master separated
by a distance, d = 1 m. The measured received signal-to-
interference power ratio (SIR) at Eve’s at different distances
under two different values for master to IoT power ratio (p)
of 5 and 15 dB is plotted in Fig. 14(a). As it is illustrated,
at far-field distance (r > d) the SIR at Eve’s merges to the
master to IoT power ratio, (p), e.g., 5 or 15 dB. The measured
maximum phase shift, 6, is also shown in Fig. 14. (b), being
reduced as p and relative SIR are increased. The BER is
also shown in Fig. 14(c), indicating that for ,_p;, smaller
than 25°, the BER is larger than 10%. The eavesdropping
radius can be calculated from these measurements shown
in Fig 14. The eavesdropping radius, R, is reduced from Rp
of 11 cm for p = 15 dB to Rg of near 50 cm for
p = 5 dB. These calculated values match perfectly with the
derived equation in 10 (a). The BER and 6, for different
interference-to-power ratios, p, from-20 to 30 dB, are also
measured and shown in Fig. 15. It confirms the other test
set-up that for p larger than 5 dB, 6, and BER fall in the
undetected region.

In order to compare the security enhancement factor with
directional antenna array communication, the measurement is
performed at different X and Y locations for Eve’s relative
distance to the IoT and the master separated by 1 m. The
relative signal-to-interference ratio SIR and BER for two
different values of master to IoT power, p, of 5 and 15 dB are
plotted in Fig. 16 (a)-(d). The measurement results confirm
the analyzed eavesdropping region derived in Section II-B,
10(a) and (b), for the proposed protocol, which is a circle
around IoT with the radius Ry depending on the square root of
master to IoT power, (P;/Ps)'/?. Increasing the interference-
to-power ratio by 10 dB reduces the eavesdropping region
radius by approximately three times, from 45 to 11 cm.

The measurement results for the directional antenna sce-
nario, with setup shown in Fig. 9, are also shown in
Fig. 16(g) and (f). With antenna gain around 8§ dB and
the minimum sensitivity of —60 dBm for Eve’s receiver,
the measured reliable link is 2.5 m. The minimum detectable
SNR and BER are shown in Fig. 16. The minimum detectable
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SNR for the eavesdropping region, BER < 10%, and the
communication region, BER < 0.1%, differs by 3 dB and
the area of eavesdropping region is always larger than that
of the communication region. In other words, there is always
an information leakage at any angle and distance for directive
communication. However, in our proposed protocol, the secu-
rity enhancement factor improves significantly by making the
eavesdropping region always smaller than the communication
region, SF < 1.

V. CONCLUSION

This work presents a novel technique for PLS in the IoT
distributed networks using joint interference and phase shift
key modulation. Each IoT node generates a phase shift key
modulated data as a secret key and transmits it to a master node
as an intended node in the presence of an eavesdropper Eve.
The master node, simultaneously, broadcasts a high-power
signal using the omnidirectional antenna, which is received
as interference by Eve and results in a higher BER at its
receiver. In particular, we show, using theoretical and measure-
ment results, that our proposed approach provides significantly
better security measures, in terms of the BER at Eve’s location
compared to a conventional directive communication protocol
without requiring localization or accurate beam alignment. It is
shown that in our novel system, the possible eavesdropping
region, BER < 107!, is always smaller than the reliable com-
munication region, BER < 1073, Furthermore, for intended
reliable communication between the two legitimate intended
nodes, the master, and the [oTs, a full-duplex technology is
employed to subtract the transmitted signals at each node, as a
known reference, from the received signal (self-interference
cancellation) and to extract the data, i.e., secret key for
master.
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